ONTARIO BAR ASSOCIATION
Privacy Essentials—Tips, Trapsand Hot |ssues

Toronto—January 23, 2006

| — Privacy Legislation Increasingly
Applied to Charitable and Non-Profit

Organizations

Il — Privacy Policy Not Enough, 3% Party
Privacy Contract Also Needed to
Comply with PIPEDA

By U. Shen Goh, LL.B., LL.M.
© 2006 Carter & Associates

CARTERS 2

CARTER & ASSOCIATES
PROFESSIONAL CORPORATION

BARRISTERS, SOLICITORS & TRADE-MARK AGENTS
Affiliated with Fasken Martineau DuMoulin LLP

Offices / Bureaux
Orangeville (519) 942-0001
Ottawa (613) 212-2213
Toll Free / San frais:
1-877-942-0001

www.carters.@

Locations by Appointment /
Bureaux par rendez-vous
Toronto (416) 675-3766
London (519) 937-2333
Vancouver (877) 942-0001

www.charitylaw.@




ONTARIO BAR ASSOCIATION
Privacy Essentials—Tips, Trapsand Hot | ssues

Toronto - January 23, 2006

PRIVACY LEGISLATION INCREASINGLY
APPLIED TO CHARITABLE AND NON-PROFIT
ORGANIZATIONS

By U. Shen Goh, LL.B., LL.M.
© 2006 Carter & Associates Professional Corporation

A. INTRODUCTION

As of January 1, 2004, the federal Personal Information Protection and Electronic Documents
Act! (“PIPEDA") applied to every organization in Canada that collects, uses and discloses
personal information in the course of commercial activities. Since then, the Federal Privacy
Commissioner and an Ontario court have shed light on the definition of “commercial activities’
and the issue of whether charitable and non-profit organizations are subject to PIPEDA.
However, PIPEDA also provides that an organization may be exempted from PIPEDA if the
province that the organization is located in has enacted privacy legislation that is substantially
similar. Since PIPEDA has come into force, the Federal Privacy Commissioner has declared
provincial privacy legislation in Alberta, B.C. and Quebec to be substantially similar to PIPEDA.
Also on January 1, 2004, Alberta and B.C.’s own respective Personal Information Protection
Acts (“PIPA”) came into force, which apply to every organization that collects, uses and
discloses personal information, regardless of whether or not it is for commercial purposes. This
paper discusses the implications for charities and non-profit organizations of these developments

and anticipated privacy legislation in other provinces.

" This paper was previously published as U. Shen Goh, “Privacy Legisation Increasingly Applied to Charitable and
Non-Profit Organizations’ (Carter & Associates, 2005) Charity Law Bulletin No. 70, www.charitylawbulletin.ca.

! Mark J. Wong and U. Shen Goh, “Update on the Application of The Personal Information Protection and
Electronic Documents Act (PIPEDA) to Charitable and Non-Profit Organizations’ (2004) Charity Law Bulletin No.
42, www.charitylawbulletin.ca
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B. FEDERAL PRIVACY LEGISLATION AND ITS APPLICATION TO CHARITABLE AND NON-PROFIT
ORGANIZATIONS

Since the coming into force of PIPEDA, on January 1, 2004, many charitable and non-profit

organizations have asked whether PIPEDA applies to them, i.e., whether the activities they

engage in constitute commercial activities. Commercial activity is defined by PIPEDA as “any

particular transaction, act or conduct of any regular course of conduct that is of a commercial

character, including the selling, bartering or leasing of donor, membership or fundraising lists.”

While it is obvious that the legislators consider charitable and non-profit organizations capable

of engaging in commercial activities, it is not obvious which activities charitable and non-profit

organizations engage in will be considered commercial and which will not. For afull discussion

of this issue, see Charity Law Bulletin No. 28.2

1

Office of the Privacy Commissioner of Canada

In response to this confusion, the Federal Privacy Commissioner released a fact sheet
entitled “The Application of the Personal Information Protection and Electronic
Documents Act to Charitable and Non-Profit Organizations’ on March 31, 2004.

The fact sheet made it clear that “[t]he bottom line is that non-profit status does not
automatically exempt an organization from the application of [PIPEDA].” This affirmed
the legal community’s opinion that if charitable and non-profit organizations are not
subject to PIPEDA, it is not because they are exempted as a class, but because they do

not engage in commercial activities per se.

The fact sheet then made the general statement that, “ [ m] ost non-profits are not subject
to [PIPEDA] because they do not engage in commercial activities. This is typically the
case with most charities, minor hockey associations, clubs, community groups and
advocacy organizations.” In order to provide greater clarity, the fact sheet lists specific
examples of what the Federal Privacy Commissioner does not consider commercial
activities by stating that, “[c]ollecting membership fees, organizing club activities,

2 Mark J. Wong, “Impact of the Personal Information Protection and Electronic Documents Act (PIPEDA) on
Charitable and Non-Profit Organizations’ (2003) Charity Law Bulletin No. 28, http://www.carters.ca/pub/
bulletin/charity/2003/chylb28.htm.
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compiling a list of members names and addresses, and mailing out newdletters are not
considered commercial activities. Smilarly, fundraising is not a commercial activity.”

However, the fact sheet also made it clear that to the extent that charitable and non-profit
organizations did engage in commercial activities, they would be subject to PIPEDA,
“for example, many golf clubs and athletic clubs, may be engaged in commercial

activities.”

2. Ontario Superior Court of Justice

Many of the Federal Privacy Commissioner’s statements in the fact sheet were later
affirmed by the Ontario Superior Court in Rodgers v. Calvert® (“Rodgers’), the first case
in which a court in Canada analyzed the meaning of “commercial activity” under
PIPEDA.

In this case, Mr. Rodgers brought a motion to compel The Peel County Game and Fish
Protective Association (the “Association”), of which he was a member, to disclose the
membership list to him so he may communicate his concerns regarding the Association to
its other members. The Association refused to disclose the membership list on the
grounds that such disclosure was barred by PIPEDA.

The court ruled that the Association must produce the membership list, as its activities
did not constitute commercial activities to which PIPEDA would apply. Inarriving at its
decision, the court made the following points:

+ The test for commercial activity is not one of “preponderant purpose’. The
preponderant purpose test statesthat “if the preponderant purpose of the activity isthe
making of a profit, then the activity may be classified as a business. However, if
there is another preponderant purpose to which any profit earned is merely incidental,
then it will not be classified asabusiness.” Thistest was rejected by the court.

o+ The test for commercial activity requires more than a mere “exchange of
consideration”. The court found that although the Association collected membership
fees in exchange for the services and benefits of membership in the Association, this

%[2004] O.J. No. 3653.
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exchange of consideration did not in itself constitute commercial activity for the
purposes of PIPEDA.

+ The Federal Privacy Commissioner’s statement that, “[c]ollecting membership fees,
organizing club activities, compiling a list of members names and addresses and
mailing out newsletters are not considered commercial activities’ is correct.

Although the court did not set out a clear test for interpreting the term “commercial
activities”, nor did it set out criteria or facts as to what constitutes a commercial activity
for charitable and non-profit organizations, the court did shed light on what was not
“commercial activity”.

C. PROVINCIAL LEGISLATION AND ITS APPLICATION TO CHARITABLE AND NON-PROFIT
ORGANIZATIONS

For some charitable and non-profit organizations, the above discussion may be merely academic
if they are governed by provincia privacy legislation. This is because section 26(2)(b) of
PIPEDA states that an organization may be exempted from PIPEDA if its province has enacted
privacy legislation that is substantially similar.

At the time of this paper’s publication, three provinces had enacted privacy legislation that had
been declared substantially similar to PIPEDA:

+ Quebec’'s An Act Respecting the Protection of Personal Information in the Private
Sector was declared substantially similar on November 19, 2003;

+ B.C.s Personal Information Protection Act was declared substantially similar on
October 12, 2004, and

+ Alberta s Personal Information Protection Act was also declared substantially similar
on October 12, 2004.

As such, charitable and non-profit organizations in these provinces will find themselves
governed by their respective provincial privacy legislation. As the above three pieces of
provincial legislation apply to every organization that collects, uses and discloses personal
information, regardless of whether or not it was for commercial purposes, charitable and non-

profit organizations must comply with privacy requirements.
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However, charitable and non-profit organizations in these provinces should be aware that they
may also be subject to PIPEDA under certain circumstances, as PIPEDA will continue to apply
to all commercial activities relating to the exchange of personal information between provinces

and territories and to information transfers outside of Canada.

Although Ontario has yet to enact its own privacy legislation equivalent to PIPEDA, it did enact
the Personal Health Information Protection Act (“PHIPA”) on November 1, 2004, which
regulates the collection, use and disclosure of personal health information in Ontario. PHIPA is
expected to be declared substantially similar to PIPEDA, thereby exempting health care
providers in Ontario from PIPEDA. Further, it is anticipated that Ontario will eventually enact
its own privacy legislation, at which time charitable and non-profit organizations in Ontario may

also have to comply with privacy requirements.

D. CONCLUDING COMMENTS

Although some charitable and non-profit organizations not engaged in commercial activities may
be exempt from privacy legislation at the moment, it is still important for those organizations to
adhere to the underlying privacy principles. Not only is this the recommendation of the Federal
Privacy Commissioner, it is also the expectation of donors and members that the charitable and
non-profit organizations they support recognize their right to privacy as an essential issue. In
light of the anticipated inclusion of charitable and non-profit organizations in provincial privacy
legislation, it is highly recommended that all charitable and non-profit organizations review their
personal information practices and policies and implement a privacy policy to provide all the

necessary safeguards, as standardized in PIPEDA and respective provincial privacy legislation.
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A. INTRODUCTION

The first principle of the Personal Information Protection and Electronic Documents Act
(“PIPEDA") deals with accountability and states that an organization is responsible for any
personal information under its control which it collects, uses or discloses in the course of
commercial activities. Accordingly, many charities and non-profit organizations throughout
Canada have already instituted privacy policies to demonstrate their commitment to protecting
personal information entrusted to them. What many organizations do not realize, however, is
that the first principle of accountability also states that an organization is responsible for any
personal information that has been transferred to a third party for processing and should use
contractual or other means to provide a comparable level of protection while such information is
being processed by third parties. As such, organizations that outsource personal information to
third parties should also enter into agreements to protect the personal information that is

transferred as part of the outsourcing contract.

This paper provides a brief discussion of what constitutes the “transfer” of personal information,

and why “3 party privacy contracts’ are necessary. For more information concerning whether

" This paper was previously published as U. Shen Goh, “Privacy Policy Not Enough, 3rd Party Privacy Contract
Also Needed to Comply with PIPEDA” (Carter & Associates, 2005) Charity Law Bulletin No. 71,
www.charitylawbulletin.ca.
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PIPEDA applies to your charitable or not-for-profit organization, please refer to Charity Law
Bulletin Nos. 28", 42* and 70°,

B. WHAT DOES THE TERM “TRANSFER” MEAN?

PIPEDA does not define the phrase “transferred to athird party for processing.” This has led to
discussions regarding the differences between the term “transfer” and the term “disclose,” if any,
neither of which is defined by PIPEDA.

The answer is of significant importance because the third principle of PIPEDA deals with
consent and states that the knowledge and consent of the individual are required for the
disclosure of personal information. Therefore, if the term “transfer” were synonymous with the
term “disclose,” an organization would need to obtain consent before transferring information to

athird party for processing.

In response, the Privacy Commissioner of Canada made the following statements which

unequivocally established that the term “transfer” is not synonymous with the term “disclose”:

+ Inaspeechto the Institute of Canadian Advertising on February 27, 2001

A “disclosure’ of personal information involves providing the
information to and for the use of a third party-that includes an
organization that is affiliated with the organization that's making
the disclosure. Disclosure requires the consent of the people to
whom the information pertains in all but a very few, specific
situations.

A “transfe” of personal information involves providing
information to athird party for processing purposes. Say, a bank
giving personal information to a printer in order to have a batch
of personal cheques made up, or a business transferring personal
information to another company to conduct a direct mail

Mark J. Wong, U. Shen Goh and Suzanne White, “Impact Of The Personal Information Protection And Electronic
Documents Act (PIPEDA) On Charitable And Non-Profit Organizations’ (2003) Charity Law Bulletin No. 28,
http://www.carters.ca/pub/bull etin/charity/2003/chyl b28.htm

2 Mark J. Wong and U. Shen Goh, “Update on the Application of The Personal Information Protection and
Electronic Documents Act (PIPEDA) to Charitable and Non-Profit Organizations’ (2004) Charity Law Bulletin No.
42, http://www.carters.ca/pub/bull etin/charity/2004/chyl b42.htm

% U. Shen Goh, “Privacy Legislation Increasingly Applied To Charitable And Non-Profit Organizations’ (2005)
Charity Law Bulletin No. 70, http://www.carters.ca/pub/bull etin/charity/2005/chyl b70.htm
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campaign on its behalf. @ The information remains the
responsibility of the organization that initiated the transfer, and
consent is not required, as long as the information is not used for
any other purpose, and is either returned to the company that
initiated the transfer or is destroyed.

In a speech on e-Business at The HR Challenge on November 20, 2002:

It's important to understand that the Act recognizes a difference
between disclosures of personal information and transfers of
personal information.

A “disclosure’ involves providing personal information to athird
party, including an affiliated but separate organization. The
information passes out of your control and into the control of the
organization to which you disclose it. For that, the Act requires
you to have consent.

A “transfer”, on the other hand, involves providing information
to a third party simply for processing purposes. You don't need
consent for a transfer, provided the third party only uses the
personal information for the purpose for which it's transferred.
The information remains your responsibility. The Act requires
you to ensure, by contractual or other means, that the third party
protects it.

The Act allows an organization to transfer personal information
to a third party, without consent, for processing purposes. Take,
for example, a bank that wants to have cheques printed for its
customers. The Act allows it to transfer personal information of
its customers to a cheque printing company for this purpose.
Notice that | didn't say that the bank is “disclosing” the
information. That's because the Act distinguishes this kind of
transfer for processing purposes from disclosures.

Transfers are only alowed for limited purposes, and they're
subject to stringent conditions. For instance, the processor can
use the information only for the specified purposes, and has to
protect the information as required by the Act. But the point |
want to stress is that this recognition of transfers for processing,
as distinct from “disclosures’, is necessary to the reasonable
functioning of standard business practice. Considering this
transfer as a "disclosure," and requiring banks to get the consent
of their customerstoit, wouldn't serve any useful purpose.

In a speech at the General Meeting of the Private Investigators Association of British
Columbia on March 20, 2003:
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In light of the above statements, it is now clear that the organizations which outsource personal
information, whether for purposes such as payroll operations; payroll cheque processing;
information or computer services; or marketing or research functions (including polling), do not
need to obtain consent to transfer the personal information to third parties for processing, in
contrast to the requirement for consent when disclosing personal information. However, the
organizations do need to enter into confidentiality agreements with third parties in order to

protect the personal information transferred to them.

C. WHY ARE “3RP PARTY PRIVACY CONTRACTS” NECESSARY?

It is clear from a review of PIPEDA, and the Privacy Commissioner of Canada's statements
outlined above, that the organization transferring the personal information remains in control of
and accountable for the personal information and is, therefore, liable for any misuse of that

information.

This includes information that has been transferred to a third party for processing, and requires
the transferring organization to use contractual or other means to provide a comparable level of

protection while the information is being processed by athird party.

Thisisfurther illustrated by the following Privacy Commissioner of Canada Findings:

+ PIPEDA Case Summary #35. A bank contracted with a research firm to study the
future provision of products and services to cusomers. The research firm, in turn,
subcontracted part of the study to another research firm. The bank had a
confidentiality agreement with the contractor, but the contractor did not have a
confidentiality agreement with the subcontractor. When the subcontractor telephoned
a customer to ask her to participate in the study, the customer filed a privacy
complaint. The Privacy Commissioner of Canada found that the agreement between
the bank and the contractor was deficient in that it made no provision for
subcontracting, leaving the bank in contravention of PIPEDA.

+ PIPEDA Case Summary #168. A bank contracted with a collections agency to
collect credit card debts from its customers. The bank had a confidentiality
agreement with the collections agency which expressly prohibited the collections
agency from disclosing customers’ personal information without consent. When the
collections agency disclosed to a cusomer’s employer that the customer had a credit
card debt, the customer filed a privacy complaint. The Privacy Commissioner of

Page 4 of 6



U. Shen Goh, Carter & Associates Professional Corporation

Canada found that the disclosure had been made by the collections agency, resulting
in a finding that the bank had contravened PIPEDA.

+ PIPEDA Case Summary #277. A company contracted with an email distributor to
distribute messages on the company’s behalf. The company had dealt with the email
distributor for a number of years; however, there was no confidentiality agreement in
place between the two. When the email distributor mass-emailed 618 customers and
erroneously left their addresses in the “to” field for everyone to view, the customers
filed a privacy complaint. The Privacy Commissioner of Canada found that the error
had been made by the email distributor, and the company was held responsible for the
error of its email distributor.

The above cases make it clear that, when an organization transfers personal information to athird
party for processing and the third party misuses the personal information, PIPEDA will hold the
organization accountable to the individual whose personal information was misused. However,
PIPEDA will not hold the third party accountable and, as a result, the organization will find itself
with no recourse for indemnification of its damages. As such, the organization must protect
itself by entering into 3" party privacy contracts which will hold the third party accountable to
the organization in they event that they are found to be in contravention of PIPEDA.

Clearly, 3 party privacy contracts are necessary for organizations transferring personal
information to third parties. In addition to assisting the organization in recovering damages from
third parties in the event that the third parties misuse the transferred personal information in
violation of PIPEDA, 3" party contracts can also enable an organization to obligate third parties
to abide by the organization’s privacy policy in order to discourage the third parties from acting

in a manner that would result in a privacy complaint against the organization.

D. CONCLUSION

Given the high onus set by PIPEDA, as illustrated by the case findings of the Privacy
Commissioner of Canada, organizations which transfer personal information to third parties

would be wise to adopt 3" party privacy contracts which, at minimum, would stipulate that:

+ the third party will use the personal information only for the purposes for which it
was provided,

+ thethird party will rectify, delete or update the personal information upon instructions
from the organization transferring the personal information;

Page5 of 6



U. Shen Goh, Carter & Associates Professional Corporation

+ thethird party isliable for the use made of the personal information;

+ and the third party will indemnify the organization transferring the personal
information for any breach of the contract.

In addition to having 3" party privacy contracts in place, it is also highly recommended that
organizations transferring personal information to third parties keep detailed records of the
information that is transferred, the purpose for transferring the information, and to which third
parties the transfers are made. Such careful documentation will assist organizations in

minimizing their liability for the actions of third parties.
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